NXC2500 WLAN Controller
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» Auto Healing

=  SIES0 (NXC2500 , NWA5123-NI)
» DCS (Dynamic Channel Selection
» Load Balancing

= Roaming

= Rogue / Friendly AP MON Mode

= 22| X" (NXC2500)
» Routing / NAT 5! DHCP Server
= AC(NXC2500)<->AP(NWA5123-NI) ¢=

= SSID A7
= Captive Portal

0

IP/MAC Binding

= Repeater AP 914 4% = NXC Firewall

= ZyMESH M
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2*USB Port ¢

NXC2500 s5}E 9|0

6 * GBE Port
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= AP Management
. Native 8 AP support
« Max 64 AP with AP license
« ZyMESH, Mesh AP function
. |ETF Standard based CAPWAP
« Data Tunnel support: WA5160N/5560N/5550N, NWA3160
N/3560N/3550N
= RF Management
« Rogue AP detect and containment
« Continues Dynamic Channel selection
. Band select (Band steering)
. Client association signal threshold
« WLAN AP planning and coverage detection
« Auto healing

= Security and Authentication
« WPA/WPA2 PSK and Enterprise support

« MAC Authentication support for local RADIUS and/or Exte
rnal RADIUS

« RADIUS, LDAP and Microsoft AD support

. Captive Portal: Configurable portal page, and HTML page
upload with Multilingual support

o Guest account generator

NXC2500 Feature

Networking

DHCP Server/Relay and Client
Static Route and Policy route
DNS Relay

NTP

Firewall

Management

HTTP and HTTPS

Telnet and SSH

CLI

SNMP v1, v2c, v3

USB flash drive support for log

Managed WLAN AP

Managed AP NWA5160N, NWA5560-N a
nd NWA5550-N

Unified Pro AP NWA3160N, NWA3560-N
and NWA3550-N

Unified AP NWA5121-NI, NWA5121-N an
d NWA5123-NI, new NWA5301-NJ
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NWAS5123-NI Feature

=  WLAN Feature = Ethernet
o 24GHz&5GHz . |EEE 802.3
« Radio Channel 2 - |IEEE 802.3u
« 4 Embedded Antenna ( 2x2 3dBi/ 2dBi) . |EEE 802.3af (PoE)
= RF Specifications = Radio Modulation
« 2.4 GHz(11g/n) « |EEE 802.11n (OFDW/DSSS)
- 2.4 GHz(IEEE 802.11 b/g/n) « 48/54 Mbps (QAM-64)
- USA(FCC) : 2.412 to 2.462 GHz « 24/36 Mbps (QAM-16)
- Europe(ETSI) : 2.412 to 2.472 GHz  12/18 Mbps (QPSK)

6 / 9 Mbps (BPSK)

« 5 GHz(11a/n)
- 5 GHz(IEEE 802.11 a/n)

- USA(FCC) : 5.15 t0 5.35 GHz ; 5.725 to 5.850 GHz = Power supply
- Europe(ETSI) : 5.15 to 5.35 GHz ; 5.470 to 5.725 GHz - 12VDC.1A
« FCC 23dBm ~ 26dBm (11 a/b/g/n)
o EU17dBm ~ 26dBm (11 a/b/g/n) = Network
« VLANs / DHCP Client
= Support Data Rate « QoS (WMM/WMM Power Saving)
. 80211alg:1,2,55,6,9, 11, 12 «  CLI Management

. 18, 24, 36, 48 and 54 Mbps
« 802.11n: up to 300 Mbps in
« MCS15 (40 MHz ; GI=400 ns)
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NXC2500 X &5

® All-in-One X|sd ESF HEER

o O =
6 GbE 2! VLAN QIE{T|0|A X[

X|CH 64 AP SRS 22| (Default 8 AP)
Routing / NAT HQF

DHCP Server / Relay X| &

RADIUS, LDAP &l Microsoft AD X|&
Captive Portal AFEXAF Mo| ¢ X| &

® AP XIE ZIX| QU T2 H|X Y
27 W2 AP HiX| 9t ST B
TZ2H|XY 7|8 AP Xt= @1 18|0|E
IETF = 7|8t9| CAPWAP =2 E = X|&

° =AE BN YEYI #F
Auto-Healing AP &0l Xts S+
ZyM ESHE AP 9" H'l E|X| z!‘g' //,//////,/,’//’/:////I////////////

XS xf'd MEH (DCS) / Load-Balancing X| &
y . 4
® Guest AN A O1F e %’X —
Guest 71 22| 9 S5 AY 44 e == L —— 'V
BYOD(Bring your own device)0f| CHaF MAC 915 22| I N“_]. \\\\\\\\'}
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NWA5123-NI X|Z £ %

® IEEE 802.11n WLAN
24GHz / 5GHz SA| 54 HHE S A| X| 2
802.11 a/b/g/n EM B E Gl X[ 300Mbps &M CHH =
LAN 1Gbps ZE 5! 802.3af PoE X| &

o oM BT U EMY M|
WDS(Wireless Distribution System) £ 24| A|AH
Auto Healing 7|& (NXC Controller 2t Managed Mode A|)
ZyMESH 24 @ X| &l (NXC Controller 2 Managed Mode A|)
S5 Kg HEH(DCS) X[ &
Load-Balancing &M E 2 &l x| Of

® 1S RF LHZEH OHE|L}
2x2 MIMO(C}=Ql==) 5l 3dbi/2dbio| 8l AE &l X| 2
Tx "l-EZ3l(Beamforming) 5! MLD X| &
ME 7ls 3 HEH 4X| )

—

e 1M AP RL|E{(MON) BC x|
Rogue / Friendly AP MON Mode X| ¢ Q)

o Ha|st AP ¥ &e| 7|5
Web UI, CLI(SSH, Telnet), SNMP
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2. X7| 4

1) 22| X4 (NXC2500)

2) Routing / NAT 5! DHCP Server
3) AC<>AP &

4) SSID 9! H0ot7| A7
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Ba|x M

GUI(Graphic User Interface) 8 =5}7|

€ 9 C [Ebur/192166.11] By € 9 O fbeg/192168.11/ext-s/web-pages/login/chgpw i 2

> PCIPE 192.168.1.X 2 A 5t =, APC LANEZEOQ| ¢ A
> Ol Ul AA E2 2 &S D1 https://192.168.1.1 S € = / User Name : admin / Password : 1234 (Default ID/Password)

> “Login” HHE Z &l atL|C}.
> 7| HE A HAE H
Z

= =
> Password HAS A 42 AHE,% Password Q= §_ “Apply” 22l & x| 219l
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el X 278

[ -

ZyXEL nxczsn

Maintenance:
e/t 2s, HAIE 40l &E,

Emmm
= oe = o m“ l'ﬂl Dashbord :
il LE L 5401 0| Zhatst &2 2ol
I [ : L" Monitor:
e — —— =l A|AE EHT APALEY, 21 S &0
. l-s:%; Configuration:
HEZ, IP, AIAEL AP & F

L. " 2 2, Al AE2SE
» x7| 8% L= “DashBorad” 0|5 A| 2|2 Z0| 3tH &3
> 7|20l HHEL “DashBord” 0| A &9l 75

- o
(F0l= HZHE], MSE L, StE/A AE&, AHH 0L, 210|444, Logs)

-
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ZyXEL el Xt 278

QE{ho| 2 EtE| IP 27517
> Configuration > Network > VLAN > Edit
= Welcome admin | oot @ & Site Map [ Object Reference (d Console [T CLI
ZyXEL nxc2500 T — i i 0
| vian |

CONFIGURATION Ethernet

# Licensing

# Wireless Configuration
= Network 5 : -~
- Routing #  Status Name » IP Address _VID Member

A 1 @ Wiano STATIC - 192.168.1.1 1 ge1,ge2 ge3,ged,ge5,ge6
+ NAT

+ ALG

+ IPIMAC Binding
+ Captive Portal

+ RTLS

55

Page :lﬁ \ ofl » ¥l | Show S0 |w litems Displaying 1- 1of 1

+ Firewall

@ Object
@ System

@ Log & Repor NXC25002| 7| & QIE{H|O|A IP

> NXC25002 %x7| QIE{H|0|A &HAlS L2 2 E 9] VLAN QIE{H0o|AZ &M%} £|of Q!
> 8||EHsl= VLAN MEE S213}1 “Edit” HES S2lsjo] VLAN IP X 3tzo =z

> “Member” E}O| & & 50| 2™ “gel~ge6” ZEJ} VLAN =&t =

o
mjo
o
)

21-
1
3
b
I
n
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ZyXEL Routing / NAT 9! DHCP Server
VLAN IP 2% 8}7]

> Configuration > Network > VLAN > Edlt

~ Edit Vlan vian0

[ show Advanced Settings IP Address Assignment

7) Get Automatically

General Settings £
@ Use Fixed IP Address

[¥] Enable

IP Address: 192.168.1.1
Interface Properties Subnet Mask: 255.255.255.0
Interface Name: vlan0 Gateway: [OpticB}H C P *-l H.l AE‘l Io-l
VID: 1 Metric: 0 (0-15)
Zone: LAN v 8
Description: (Optional) DHCP Setting
DHCP: Vi v
Member Configuration DHCE Server
IP Pool Start Address (Optional): 192.168.1.2 Pool Size: 252
First DNS Server (Optional): fi v
# Port Name Member TxTagging X ) Guistom Defined
1 get yes ¢ no \ ,LAN OH H_I Second DNS Server (Optional): Custom Defined N
5 - a
2 ge2 ves no Third DNS Server (Optional): Custom Defined o
3 ge3 yes no
First WINS Server (Optional):
4 ged yes no
5 ges yes no Second WINS Server (Optional):
6 geb yes no Lease Time: © infinite
@ |3 days 0 hours (Optional} g minutes (Optional)

IP Address Assignment

© Get Automatically AN

[] Enable IP/MAC Binding

] Enable Logs for IP/MAC Binding Violation

@ Use Fixed IP Address — [
1P Address: —— ol E‘I 11‘" OI A 1P Static DHCP Table
Subnet Mask: 255.255.255.0 @Add
Gateway: Optional) # IP Address MAC Description
Metric: 0 (0-15) Page 1 |of1 Show|S0 | litems No data to display

> ol MHo|ME 2E QIEHO0|AT} Z2 VLANSE Zge|of loma M ZEE A9X HE 2E H3
EM0| 7H58H AEfQIL|CF.
> SiSists VLAN BEE 22sln “Edit’ HES S25}0] VLAN IP M $HH0 =2 0[S Lk
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Routing / NAT 9! DHCP Server
QIE{H|O| A Ethernetx7| &7

> Configuration > Network > Ethernet > Edit
- Welcome admin | oo & Site Map [2Object Reference (5 Console [T CLI
ZyXEL nxc2500 I — | e e

CONFIGURATION Ethernet

@ Licensing
£ Wireless Configuration

+ Controller

- AP Management g o = :
+ MON Mode #  Status Name IP Address Mask PVID
Al 1@ |oet STATIC - 0.0.0.0 0.0.0.0 1
+ DCS
- Auto Healing 2 @ ge2 STATIC - 0.0.0.0 0.0.0.0 1
-] Network 3 Q ged STATIC - 0.0.0.0 0.0.0.0 1
* 4 @ ged STATIC - 0.0.0.0 0.0.0.0 1
+ Routing
e o 5 @ ges STATIC - 0.0.0.0 0.0.0.0 1
+ NAT 6 @ geb STATIC - 0.0.0.0 0.0.0.0 1
s { |Page |t |of1| b ¥l | Show|50 |w items Displaying 1 -6 of 6

+ IPMAC Binding
+ Captive Portal

+ RTLS

Firewall
7 Object
[ System

® Log & Report

> @M= VLAN QIE{Io|A2 L2 RET} 27| HEj0|7| ufZof 2o sfd ZEQ| QIE{H0|AE EESY
AOIEqI0|2 E835t2{H VLAN ZE HH{0f| M H|E/E 3 F0{0F gL|LC}.
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AC<->AP

= 2 H| X 4 (Provisioning) 0| &t

v

NWA5123-NIE Managed ZEZ HZA & NXC HEE2{0| HZSH 0] F TX| Ato|l=
ZEH[X S TASHA & LT

ZE2H| X 'S0l
A, Hi Zot= @.%9 TR LIC.

%, NWA5123-NIZ Managed pe=z 47385t NXC ﬁE%HOﬂ Az }71| EHAHEE
of= APS| Xl OS H 02t & 2tEl0| AEZZ A4S OS H0lS THMH2= AP
X[ 2ASH °“—|Ef O[O AP= HEEZZ FH &2 “*%I(HE A2 O Al 2 X[5E D
ACIEED)Y BH PSS 24 &0t HEZHQ SSID 2et7| E2 248 55 37
2|. [=13 A OI7-” | |__| |:|-

ek HE S22 AP ALO|Of Z2H|X 0| O|FO{X|1L Rl= Mo =2[X 2l LAN ?1|0|
=0| Z2IEA =|H TAstE OS Ao =X7F 47|22 A= H N £z F£E0|
X & = A7 WE0f olof 2[5k 0F gL Ct.

EE
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o IZH|XY CHA|

Managed

AP 2 C HA

AHI0|E &
AK| A

IP HYX| %
SSID Hjj =
57|}

AC<->AP ¢

Ol
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AC<->AP Q&

NWA5123-NI Managed Mode tHHZ

> Configuration > MGNT Mode > Manged AP
waﬂmla* PHelp Z About ¥ Site Map
ZyXEL nwa5123-N1

- O

CONFIGURATION

Al MGNT Mode

+ Network
= Wireless
+ AP Management

+ MON Mode @ Managed AP

+ Load Balancing @ Auto(DHCP Server Option 138 setting required)
+ DCS

Management Mode

() Standalone AP

@ Object © Manual

| System
# Log & Report

» NWA5123-NIE Z2 H{ES3 U % =
> AP BEE Managed REZ MEISI D IP= HEE2{Q| &TH0| DHCP &4
X

Static 37 Y [ AC(HEEd) IPE £5 MH &) SL|C}.
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O

ZyXEL AC<->AP 9
NXC2500 Controller} HZS}7|

> Monitor > Wireless > AP Information
ZyXEL nxc2500 T ——

MONITOR i Radio List

Welcome admin | Logout PHelp Z About 4 Site Map [EObject Reference (g Console [T CLI

% System Status

= Wireless
.
+ All ZyMesh AP —
- Station Info £ Registration  CPU Us. . 5@!:"%1«%«% HI @el Mgnt VL. @ Station | RecentO.. LastOffl.. | LED Status

+ Detected Device AP-107BEFCF558A  MgntAP 10% 192.168.1.40 10:7B.EF.CF:55:8A NWAS12... 1/1 0 06:23:29 . 06:21:57 .. N/A
kg 2 | & AP-EC43F6FE701E  MgntAP 0% 0.0.0.0 EC43FBFETOIE  |NWAS12.. 1/1 0 06:00:38 .. 06:00:39 . N/A
3 i AP-EC43F6FE711A  MgntAP 10% 192168146  ECA43FEFET11A NWA512.. 1/1 0 06:24:35 . 06:21:59 .. N/A

{ | Page |1 of1 7l | Show 50 | litems Displaying 1-3of 3

Welcome admin | Lt QHelp Z About ¥ Site Map (RObject Reference (d Console [T CLI

2) 1L nxezsoo

MONITOR i Radio List

—— @ System Status
= Wireless

Bl AP Information =

+ All ZyMesh AP

+ Station Info # Status Description « Registration  CPUUs... | IP Address MAC Address Model Mgnt.VL... | Station Recent... LastOff-l... LED Status
+ Detected Device 1 = AP-107BEFCF558A4  Want AP 6% 192.168.1.40 10:7B:EF:CF:55:84 NWAS12... 1/1 0 06:23:29... 06:21:57... N/A
koo 2 I = AP-EC43F6FE701E Mant AP 0% 192.168.1.56 EC:43:F6:FE:70:1E l NWA512... 1/1 0 06:06:32... 06:02:39... N/A
3 =3 AP-EC43F6FE711A Mant AP 1% 192.168.1.46 EC43F6:FE71:1A NWA512... 171 0 06:24:35... 06:21:59... N/A
{ | Page [1 Jof1 7|l | Show{S0 |w¥ items Displaying 1-30f 3

= lol 22| meFol SYHN2| Elof YoM MACS 914/ stgioLt
ofsj2 HEEE S IPS BT WX 23 ME| ALt
> a2 ZRHINY AVt RYEIYon HESRZ 2E IPE XS BT wYBLCL

Copyright©2014 ZyXEL KOREA. All rights reserved. Page. 18



AC<->AP
NWA5123-NI9j Managed IPE =02 1M

Router= configure terminal

Router(config)# capwap ap vlan ip address 192.168.1.10 255.255.255.0
Router(config)# capwap ap vlan ip gateway 192.168.1.1

Router(config)# capwap ap vlan ip dns 8.8.8.8

Router(config)# write

Router(config)# exit

Routers show capwap vian

= =
H& F “Configure Terminal” REZ E0{7| 9| A&} Z0| IPE ™| FA|H EHL|C}

> GUI 80| M= AP IPE Statico 2 MW 2713 Ct.

Copyright©2014 ZyXEL KOREA. All rights reserved. Page. 19



ZyXEL AC<->AP
NWAS5123-NI Standalone Mode2

= CiWindowstsystem32#Wemd.exe - ftp 192.168.1.62 =
WUlndou“W“y“ qn32 192 168 1i.62

C:Wftp X.X.X.X

ftp>bin

ftp>put C:W411AAHYOCO

: s BAION =40 ELIYH ol g APE

T i A none e padman 2& =D| AEHQ! 192.168.1.2Z IP B &

» admin 0OK. Password reguired

0K. Current restricted directory is »
Ftp> bin
288 TYPE is now 8—bhit binary
Ftp> put C-W11AAHYACHA.bin
208 PORT command successful
158 Connecting to port 49894
226—File successfully transferred
226—1 .595 seconds (measured here>, ?.68 Mbytes per second
226—fivrmuware verifying...
22— firmuware updating...
[226—Please Wait about 5% minutes??

226—Do not poweroff or reset.,
2Z26—=system will reboot awntomatically after finished updating.
226 226 Transfer complete.

: 1.285 9998 _B6KB- =

thEY REE HES & mof= FTP BFLE thEY HAO|S YO0 E st x7|3t & £+ ASL

> ZE|X} PCOjlAM DOSES 0| 8510] £2t B

> EF=3(Standalone) HY0o{= Zyxel 22 Z I 0| X| (http://www.zyxel.com) 2 F%35}0{ Support > Download Library
H

2r=0lM oliT H[Z(NWA5123-NI)S ZHMSI0] Ct2EE o = QIEL|LCL
Copyright©2014 ZyXEL KOREA. All rights reserved. Page. 20
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« SSID Wz|st 71/ EHA

- X7| SSID WA 4= 282 Scll €0 WEA 18 & + ASH o

Security
Profile

1 CHA| 2 cH 3 CHA

-

ME

SSID Radio

Profile Profile
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ZyXEL

SSID Profile AiAd

ZyXEL nxc2500

CONFIGURATION

@ Licensing
@ Wireless
— @ Network
LQ} + Captive Portal
: - RTLS
+ Firewall
= Object
+ User/Groi~

- MON Profile

+ ZyMesh Profile
+ Address

- Service

- Schedule

o
> 9882

curity List
SSID Summa

# Profile Name « | SSID
1 default ZyMESH
Page |1 |ofl

MAC Filter List

| | Show|S0

> Configuration > Object > AP Profile > SSID List

Layer-2 Isolation List

Security Profile QoS
default WM

v litems

Default 2} =

Z2nY o|E

logout PHelp Z About & SteMap (RObject Reference (G Console (T CLI

SSID 47

© 2 SSID “ZyMESH"2}= 0|2

() Edit SSID Profile default Tiix
| iS)Create new Object» |
Profile Mame: default
S5I0: ZyMESH
Security Profile; default ..
MAC Filtering Profile: disable ¥
Layer-2 Isolation Profile: disable 7
Qo5 WMM —
Rate Limiting (Per Station Traffic Rate)
Dowrlink: ] mbps ¥ (0~160, 0 is unlimited) i
Uplink: i mbps ¥ | (0~160, 0 is unlimited)
Band Select: disable -
Forwarding Mode: Local bridge ¥
VLAN ID: 1 (1~4084)
[[] Hidden SSID
[7] Enable Intra-BSS Traffic blocking
I 0K I [ Cancel
O SSIDE ‘4 dstAsLIct.

> “Security Profile”"2 Q0| AM AT HOF 7| S MEd A S| C}.

* A% ot Z2atY 0|52 MY of 3= 0] 9& £7| 70| “default” 2 E|0f
Al ." SSID OI = o EOI-‘-'.;"

£ Band Select “Standard” 474 0|

MAE SIM £ ooz HEL T2}

T=
o

=
> &Y SSID(2.4GHz , 5GHz)0j|A{ 5GHz

2 0|51} 4
oM aze

2dst=

17| 2 28 o AzE
Zo| Ha| g ct.
28 gk

rir

Copyright©2014 ZyXEL KOREA. All rights reserved.
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SSID 47

Radio F1}=0| SSID Profile =7}

> Configuration > Object > AP Profile > Radio
ZyXEL nxc2s00 - ° —

CONFIGURATION

Welcome admin | Logout  ?Help Z About # Site Map [mObject Reference (gd Console [T) CLI

@ Licensing

& Wireless Radio ) Edit Radio Profile default2
— | @ Network N [T] Show Advanced Settings {/=]Create new Object~
L{b + Captive Portal ©Add . © = Gesicral Settings
. + RTLS #  Status Profile Name « Freguency Band [
* e default 24G Profile Name:
E‘ Objed 802.11Band: Y
+ User/Graur 1 default2 26 Mud;: ) .
B P Profile] | |Page |t |oft| ¥ Pl | Show|50 |wlitems Chamnel: | v
- MON Profile ' =
+ ZyMesh Profile Note:
) Address The DFS channels are not compstible with Root AF/Repester moc de.
+ Senice
. Schedule MBSSID Settings SSID EEJ-H—O Zk
- L~ 235}7|
# SSID Profile
|+ cefault |
2 disable
3 disable
4 disable
5 disable
3] disable
7 disable
8 disable
. sl |
> MX “Activate” 2 443} =0l ghL|C}.
> Radio Fit4 & SSID Z==2utY S ML Ct
(=] = a =~ = =13 =
> H2SSIDE Z} 246G 58 560 Y HE0| 7I55tH FM THHOA = SSID7t THY SSID=Z R O|A| EL|LC}.

= o
O|= S SSIDZ 2.4G8} 5G7} SA|0f i x|A| E|H
ot= THEO| M2l UK 56E MHSH 7 7T Z2

> BHOF 2.4G9} 5G Tk 8 SSIDE MA5H7| FBLHR 2t 2

rrrir

T4 oo FHMIIES] d5 U 802.11n X| A
2 24GE FH5HA oo
0

|E2 2 SSIDE Mdsl FA|H FEL|C|
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3. 7|5 278

1) Repeater AP HHZ &Y

2) ZyMESH 4279

3) Auto Healing

4) DCS (Dynamic Channel Selection)
5) Load Balancing

6) Roaming

Copyright©2014 ZyXEL KOREA. All rights reserve d.
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ZyXEL Repeater AP 4 A
« Repeater H3Z /AT 0f|A]

- RepeaterE /d5}7| & Root APE ™X Jt/dslof gtL|C}.
Repeater AP= “ZyMESH_AP” T 2I0}Ql X ™oz XI5 HAZ A|E $L|C}.

SSID : ZyMESH_2.4G (2.4G) SSID : ZyRep_2.4G (2.4G)
SSID : ZyMESH_5G (5G) SSID : ZyRep_5G (5G)
‘ NWA5123-NI NWA5123-NI
30M

. o

ZyMESH_Profile

NXC2500 T Radio : 5GHz
Root AP Repeater AP
(02 I lo =
A X|H B X|d
> 9 FYEofAfet Zo| AX|H2 QIE{US ¢ F = Q= X[H0|1 BX|H2 AX|o 2 £E| LAN HS

HE g =+ = XY YLt

> BX|¥9o| APE Repeater2 J/d5}™H “ZyMESH_Profile” Z}0]| 2|510{ Repeater= Root APO|| X}So 2 HZA
AHSHA "Lt
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Repeater AP HZA

Repeater A2 2|3t Profile 2t A M

ZyXEL nxc2500

CONFIGURATION

# Licensing
£ Wireless
+ Controller
- AP Management
- MON Mode
+ Load Balancing
+ DCS
- Auto Healing
7 Network
+ Captive Portal
+ RTLS
+ Firewall
-] Object
+ User/Group
+ AP Profile
+ MON Profile

Bl ZyMesh Profile

>  1CHA|O M “ZyMESH_Profile”0f| AP Zt HZ0| A8 k| = &5 SSIDE M/ds}

> Configuration > Object > ZyMESH_Profile > ZyMESH Summary

w B OHeln Z About 4 Site Map [RObject Reference (G Console [T CLI

ZyMesh Summary

@Add [JEdt i
# Profile Name « ZyMesh SSID
1 ZyMesh_AP ZyMesh_ap I
Page 1 |of1 i | Show |50 |w jitems Displaying 1- 10of 1
() Edit ZyMesh Profile ZyMesh_AP 2%

| »

General Settings

Profile Name: ZyMesh_AP
ZyMesh S5ID: ZyMesh_ap b
Pre-Shared Key: 12345678

L

=

—
)
W
A
L

-3

-_—

Of gtLct.

> 0] ZRO}Y 7t MH|AT} £|= SSID7} OF:l AP} AP A}O|O| Repeater HZE 9|8 SSID ZHQIL|C}.
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Root AP B E AMX

ZyXEL nxc2500

CONFIGURATION

@ Licensing

= Wireless MontehP List
+ Controller =
] R |- i,
+ MON Mode # IP Address MAC Address Model R1 Mode / Profile / ZyMesh Profile

+ Load Balancing
+ DCS
+ Auto Healing

@ Network

AP / default/ -

EC:43:F6:FE71:1A

1 192.168.1.46 NWAS5123-NI

{ /ge 1 |of1

Show | S0

v litems

+ Captive Portal
+ RTLS

-+ Firewall

7 Object

% System

% Log & Report

AP Z2H|X 0| 2= El AP

> Configuration >W|reless > AP Management > Mgnt. AP List

Repeater AP

Welcome admin | Logout  PHelp Z About & Site Map [@Object Reference (d Console () CLI

> 2tHA| AP 2 E A0 AM = “Radiol” 1} “Radio2”
M 50| E15t=06| “Radiol” = 2.4GHz 1} 0|
“Radio2” = 5.GHz FI}s= lL|C}.

> AP R EO0|A “Root AP” & MEH StL|LC}. (TF, Root APE £
Fiute B F FA| 2730| 7H5SHX| T ZyMESH 20| 4271 §5
HE YW 7ts

» ZyMESHZ Root AP dH{2

> YoM dE M =l “ZyMESH_Profile”
T7t & AUYCk

gLIct)

US ol Fa=o

R2 Mode / Profile / ZyMesh Profile « Mgnt. V... Mgnt V...  Description
repeater / default2 / ZyMesh_AP 1 1 AP-EC43FBFE711A
Displaying 1- 2 of 2
-/ Edit AP List 2%
(i=\Create new Object~
Configuration
MAC: 10:78:EF:CF:55:8A
Model: NWA5123-NI
Description: AP-107BEFCF558A
Radio 1 OP Mode @ APMode (O MONMode () RootAP
Radio 1 Profile: default N
Radio 2 OP Mode © APMode ( WMON Mode © Repeater AP [
Radio 2 Profie: default2 /

Radio 2 ZyMesh Profile:

ZyMesh_AP o

VLAN Settings

[] Force Overwrite VLAN Config

7he] ’

Port Settings
=
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ZyXEL Repeater AP 4 A%

Repeater AP 27

> Configuration > Wireless > AP Management > Mgnt.
ZyXEL nxc2500 T —
CONFIGURATION

(& Licensing
= Wireless Mgnt. AP List

AP List

Welcome admin | Logout  PHelp Z About 4 Ste Map (@Object Reference G Console [T CLI

AP Policy

+ Controlier

3 > o o | O
k{%} N AP Management A Edit Jif Remyye [UJReboot G

+ MON Mode # | IP Addres MAC Address Model R1 Mode / Profile / ZyMesh Profile ' R2 Mode / Profile / ZyMesh Profile « Mgnt. V... | Mgnt. V... ' Description
- Load Balancing

7 :ﬁ:Heal'ng 2 192.168.1.40 10:7B:EF:CF:55:8A NWA5123-NI AP / default/- root/ default2 / ZyMesh_AP 1 1 AP-107BEFCF558A
+ i
& Network (4 4 [Page |1 |of 7| | Show|S0 | litems Displaying 1 -20of 2
+ Captive Portal /' Edit AP List [2E3
+ RTLS ([ =5\Create new Objecty
+ Firewall
= Object Configuration
+ User/Group MAC: EC:43F6:FE7L11A
Model: NWAS5123-NI
Description: AP-EC43FEFE711A
C M o 7 5 Radio 1 OP Mode @ APMode (O MON Mode
> 2THA| A0 A Root AP 2t& E|QUCIH Repeater2 HZA E AP Z — =R =
—~ - n o == Radio 2 OP lode © APMode ( MONMode © RootAP
St “ZyMESH Profile” 2 Xg 47 BHL}. i o o oo © s [T
adio 2 Profile: efault2 X

> “Radio2_Profile” Zt2 Root APS} LHZ SSID Zt M40 7Hs#Lct | "™

> “ZyMESH_Profile” Z}2 917{2|2| Repeater AP7} Root APE QIAIS | 1 reeosmewacons
HZASL7| fIct £% SSIDO|EE 4 THEO| EA|E|= SSID= ’
“Radio2_Profile” °| SSIDE N|S5}A| EL|C}. i —

Port Settings
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ZyXEL
Repeater AP A& 219l

> Monitor > All ZyMesh AP > ZyMesh Link Info
ZyXEL nxc2500 — -
woNTOR

& System Status
= Wireless ZyMesh Link Info

PHelp Z About & SteMap (RObject Reference (G Console (T CLI

Welcome admin | Logout

+ AP Information
W Al ZyMesh AP # | IPAddress MAC Address Root AP MAC « Uplink AP Role | Uplink AP Info SSID Name Signal Stren... | TxRate | RxRate  LinkUp Time

- Station Info ) SSID Name: ZyMesh_ap (1 ZyMesh AP)

Lose‘eded[’e"‘ce |1 192.168.1.46 CO43IFGFETIIC 10:7BEFCF5584  Root AP-107BEFCFS58A/10... ZyMesh_ap oo o]  299W  300M 2014/07/1405218:55'

> DL|E| 2F0|A $X| Root AP2} HZ =l Repeater APE HZAZlI MACH} IPE =0l o £ Q&L CH

= SSID =4 &AMl

Root AP (SSID) Repeater AP (SSID)

Radio1 (2.4GHz) ZyMESH_2.4G ZyRep_2.4G

Radio2 (5.0GHz) ZyMESH_5G ZyRep_5G

Repeater AP HZA
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Page. 29



ZyMESH 4
ZyMESH

« £M MESH H{X|& /et £X|St Root APE X|H
« Wi-Fi %0 #|2 882 H3

. EAE B MH|AO| T3 of2 Z2E M

== T L |

Repeater AP f
Pt anl <._ SS=-650B
— Root AP S§;~64‘d‘B S~eao
. ;;“ " A”” Ss~o
WLAN Controller SS=-76dB Repeater AP
SS=-75dB
PoE Switch
SS=-63dB
= e e ——
— Ethernet
_ Root AP Repeater AP
ZyMesh Link

SS: signal strength
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ZyMESH 4%

. ZyMESH M% Qot

v ZyMESH &A™
Repeater AP A0 ALt 20| =LSHA Root APt Repeater APE M35 FL|CtH

v’ FIOt=(Radio) MEH M
1712| Root APOJA 2.4G 8l 5G 25 Root APE HHa 4= QO L} Repeater APOJ| A=

 —
24G 52 5G o FIp402t 4 & 4 AULCh

£9

Z, Root AP= & FLt==0] Root 70| 7}53X| Tt Repeater AP ZOAM = F FIix+= &
of o2 0t MEH oF 5= QIS L|C}

[ 7| APZ 2| MH0| JH5X| T ZyMESHO| #E2 dfLtel Z2 0|4 Al [t

—
— T
BE2E S0 2 & UA=F ot7| flofl € SSIDE A &lot= AO| E5LICH

v' ZyMesh_Profile 47
0| SSID =20t 2 AH|AE 2ot SSID £40| OfL|H Root AP2} Repeater AP 7t 2 M &3 &
Qe 20|22 £ S2t0|0E0| = EO0[X| = SSIDRLLCE.

LS =
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ZyXEL ZyMESH 27
ZyMESH £ £|%t Root AP 5! Repeater AP 47
> Configuration > WireIesAP Managerment > Mgnt. AP List

- = Logout “PHelp Z About & SteMap (EObject Reference (G Console [T CLI
ZyXEL nxc2500 T ——

AP Policy

CONFIGURATION Mgnt. AP List

# Licensing

= Wireless Mgnt. AP List
+ Controller = -

by - EEEE et W renove [Greboot -

+ MON Mode # IP Address MAC Address Model R1 Mode / Profile / ZyMesh Profile « R2 Mode / Profile / ZyMesh Profile Mant. V... | Mgnt. V... Description
+ Load Balancing
+ DCS
+ Auto Healing

192.168.1.56 EC:43:F6:FE70:1E NWAS5123-NI root/ZyMESH_2 / ZyMesh_AP root/ ZyMESH_2-1/ZyMesh_AP 1 1 AP-EC43FGFE701E
192.168.1.40 10:7B:EF.CF:55:8A NWAS5123-NI root/ ZyMESH_1/ZyMesh_AP root/ ZyMESH_1-1/ZyMesh_AP 1 1 AP-107BEFCF558A
® Network 192.168.1.62 B0:B2:DC:6F:5F.DF NWAS5123-NI AP/ ZyMESH_2/- repeater/ ZyMESH_2-1/ZyMesh_AP 1 AP-BOB2DCEFSFDF
- Captive Portal 192.168.1.46 EC:43:F6FET1:1A NWA5123-NI AP/ ZyMESH_1/- repeaterlZyMESH_‘t‘l / Zylesh_AP 1 AP-ECA3FGFE711A

+ RTLS {4 4 |Page |1 |of1 7l | show 50 |w items Displaying 1-4of 4
+ Firewall
= Object

+ User/Group R2 Mode (SGEI_I') Repeater g’é

+ AP Profile

atolilel R1 Mode(2.4G) or R2 Mode (5G)

+ ZyMesh Profile
- Address 5 Root AP M

W
-

=

> #l 80l Met 20| 2517 ?IoA Root APOAM = 2.4GQt 5G 25+ Root ZE2 HF SIS Lt
> BX|Y2| Repeater APOj|A = ZyMESH HZ 2 9|t 5GHz FOt4-E Sl ZyMESH Y3 E MH sl ELICL
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ZyXEL

ZyMESHE 2|t Root AP 9! Repeater AP &7

> Configuration > Wireless > AP Managerment > Mgnt. AP List

ZyMESH A%

- Edit AP List

2% 2 Edit AP List 24
{i=)Create new Object~ (=)Create new Objectv
Configuration Configuration
MAC: EC:43:F6:FE: 70: 1E maC: B0:B2:DC:6F: 3F:DF
Model: NWAS 1231 Model: NWAS5123-NI
Description: AP-EC43F6FE701E Description: AP-BOB2DC6FSFDF
Radio 1 OP Mode © APMode (O MONMede| @ RootAP Radio 1 OP Mode © APMode () MON Mode
Radio 1Profile: ZyMESH_2 N7 Radio 1 Profile: ZyMESH_2 Y
Radio 1 ZyMesh Profile: I ZyMesh_AP "I
Radio 2 OP Mode © APMode © MONMode @ RootAP [;J
Radio 2 OP Mode © APMode © MONMode | @ RootAP Radio 2 Profile: ZyMESH_2-1 N/
Radio 2 Profile: ZyMESH_2-1 ¥ Radio 2 ZyMesh Profile: ZyMesh_AP Y
Radio 2 ZyMesh Profile: I ZyMesh_AP VI

VLAN Settings

VLAN Settings [] Force Overwrite VLAN Config

[T] Force Overwrite VLAN Config

Port Settings

v v

- .

Part Sattinne

Root Repeater

> 2 Ao At Z0| Hd%5t7| I Root APO|A = 2.4G2l 5G 25 Root R EZE A 51 =L|C}.
> BX|H0|| 9= Repeater AP= 5GHzZ MH S TtL|C}.

> 9| ™1} Z0| = CtE Root AP2} Repeater AP AP SUSH HitHo =z M3 ghL|C}.
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ZyXEL

ZyMESH ol

> Monitor > All ZyMesh AP > ZyMesh Link Info

ZyXEL nxc2500

MONITOR ZyMesh Link Info

@ System Status

E Wireless
+ AP Information
: *

-+ Station Info (2 SSID Name: ZyMesh_ap (2 ZyMesh APs)

L‘O;’e‘eaewe"‘ce 1 | 192.168.1562 | ce:B2DCEFSFE

ZyMesh Link Info

IP Address MAC Address

2 192.168.1.46 | C6:43:F6:FE71:1C

Root AP MAC «

10:7B:EF.CF:55:8A

10:7B:EF:.CF:55:8A

Root

Root

Uplink AP Role ' Uplink AP Info

SSID Name

Welcome admin | Logout

AP-107BEFCF558A/10...
AP-107BEFCF558A/10...

ZyMesh_ap

ZyMesh_ap

Signal Stren...

-soaem il

-sogem il

TxRate

1440

1441

PHelp Z About ¥ Site Map (RObject Reference (d Console [T CUI

RxRate

1441

1441

ZyMESH A%

Link Up Time

201410715 08:00:57

2014/07/15 07:35:19

ZyXEL nxc2500

MONITOR Radio List

] System Status
- Wireless

Bl AP Information =

+ All ZyMesh AP

Welcome admin |

PHelp Z About 4 Site Map [EObject Reference (g Console () CLI

- Station Info # Status | Description « Registrat... CPUUs_.. IP Address MAC Address Model Mgnt. VL... Station | Recent... | LastOff... LED Sta...
- Mgn .168.1.4 :7B:EF.CF:55: \ s / 413 41:0... I
+ Detected Device 1 .y AP-107BEFCF558A  Mgnt AP 9% 192.168.1.40 10:7B:EF:CF:55:8A NWAS1 171 1 01:41:3.. 01:410.. NA
Log
2 = AP-BOB2DCGFSFDF  MantAP 8% 192.168.1.62 BO:B2DC:BF:5FDF  NWAS1.. 1/1 0 08:01:0.. 07:595.. NA
3 = AP-EC43FGFE701E  MgntAP 8% 192.168.1.56 EC43FGFE701E  NWAS1.. 1/1 0 08:06:2.. 08:06:1.. NA
4 = AP-EC43FBFE711A  MantAP 7% 192.168.1.46 EC43FBFE711A  NWAS1.. 1/1 1 07:353.. 07:343.. NA
Page 1 |of1 Show |50 | v litems Displaying 1 -40of 4
u . " [ - (=] AL = S of
> “Monitor” H| 70| A ®X| ZyMesh ¢1Z 423 & + 20 2|2E0| HZA Repeater APE QI gfL|C}.
ZF o| |. 7=IAI-HI=|II-I L sf sko '6'I-AO¢||.
> ZF AP2| IPQ} HZA AE *oi--._l'%l'n_la-ruu

S 2% & StA|E ELICt

Repeater AP7} E/d0| £|HA E2]=Ql LAN L
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ZyXEL

Auto Healin

g AE'lx'l

Auto Healing

_ o I71 I_ * = } OF'I'HI o x-l O.II H'.'H I_E [Room1] [Room2] [Room3]
e -~ AP AP2 AP3
ZX|Stn 2 AP MS HE XN
7L
-] = U Va
— Dead Zone0j C{gt 22|Xt2| AP HEff HE 0| ]
-
P APs Apg il AP APS Ar6 A
_ O OFXHA I D:I A |'5|. A Ol = .I I A ." al [Rodma] [Roofné] i @ Room4 Room5 Roomb i @
I:II'I'I'n_I'o—lo I_IEET)AI—AH—IO WLl i
"9
Campus
Campus
) Edit Radio Profile default %
Creabe new Cbject-
Enable A-MPDU Aggragation -
A-MPDU Limit: 50000 (100~65535)
A-MPDU Subframe: 32 (2-84)
Enable A-MSDU Aggregation
H . H . A-MSDU Limit: E (2290~4098)
> Configuration > Wireless > Auto Healing f
RTS/CTS Threshold: 2347 (0~2347)
r47). 43 '.. NXC2500 ' - bt statiap (Dobjec el YRR 100 (0ms~1000ms)
y " T 2 (1~255)
CONFIGURATION Auto Healing Qutput Pawer: Manx i
@ Licensing [] Enable Signal Threshold Max
|£| Wireless Auto Healing Configuration Station Signal Threshold: 2:2 ig:"; 0~ -78)
+ Controller . Disassodate Station Threshold: -8dB (12.5%) 0 ~ -850}
[C] Enable Auto Healing i
+ AP Management [ — —— [ Allow Station Gonnection aft| ™
+ MON Mode ave Curren . . —!
+ Load Balancing Auto Healing Interval: 10 (5~30minutes: Station Rery Count: & feen
s 25 . Power Threshold: -70 dBm(-50 ~- | Rate Configuration
: -
C o

“Auto Healing” M| 70| A Auto Healing Enable2 A|7{&L|LC}.

Auto Healing Interval(X|§7tZ) 1} Power Threshold(F ol QA X|) 22

Dead ZoneZ2 #X|5t1, 33 £0|7| #IsiM = AP Output Power Z70|

Configuration > AP Pofile > Radio > Edit > Show Advanced Setting

(Default 742 Output PowerZ7} MAX QIL|C}H)
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ZyXEL DCS (Dynamic Channel Selection)
DCS (Dynamic Channel Selection)

- B g Mol 47kX] W M Eat
- THRSHAP XIS HMEI| B RSSIYRRE L T o TS
- 2F WXIE P HEo| MY A = \\ _f;\\
~ 20| LO|x XE MYO = XT3} ( - ( e T ]
- MZ I 45 WA 25 APE QB HjE Me T ! L

> Configuration > Wireless > DCS

—
00 "
0 RATIO DCs
olo ‘General Settings
OHe Select Now
% AP Manageme
T Enable Dynamic Channel Selection
ad Bala DCS Time Interval: 720 (10~1440 minutes)
DCS
s Enable DCS Client Aware
2.4 GHz Settings
2.4 GHz Channel Selection Method: auto ~
; T

« SH A2 UEY(DCS)= APZL RS2 1 FH FHS 23l'dstn *'20| ChEFX[0 2l A8 1 A= AS BXISH

AL =
A7 H2 M2 S XIS2E AL

> DCS Time Interval MEH 2 (Default 720 Sec) DCS Enable
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ZyXEL Load Balancing

Load Balancing
- 54 APO|| 5 8&| = Station2| =& HMetStAHL &4 £ EfE o] &2 H et

- jg=ol ot 2HE /X

> Configuration > Wireless > Load Balancing

0 RATIO Load Balancing
Lead Balancing Configuration
o [] Enable Load Balancing
2
Mode: By Station Number —
Load Balancing Max Station Mumber: 10 (1~127
D
[] Disassociate station when overloaded
e
D(
0 RATIO Load Balancing
Load Balancing Configuration
[C] Enable Load Balancing
2o
Mode: By Traffic Level b4
Load Balancing Traffic Level: Figh -
D
[[] Disassociate station when overoaded
o

> Load Balancing 2 Station =2 5! Traffic Level £7}X| & MEH 75 8tL|C}.

[ |

> Station Number= ™ £ Station2| 2 X| st

> Traffic Level2 2 £==9| [{H= a2t A| = X|eh(Low 6Mbps, Medium 13Mbps, High 20Mbps)
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ZyXEL Roaming

Office 1 Office ©
Channel
AP 1 O
<
| =
Cenrerence ®
w
AP 4 Room
6
AP 6 A‘P 2
9 AP 3 @)
AP 5 =%
=
. D
Training A
Roam

> CLHE AP ALO|OjA 0| 3E mf =HIY FX[o| @lE ot HO|A HEHS BFS7| 2o 2L S X[ ARLICL
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ZyXEL

> Configuration > Object > MON Profile

Rogue / Friendly AP MON Mode

e vl roaceeror e |
Detected Device General Settings
+ AP Information _ AP Wanagement Enable Rogue AP Containment
+ M ZyMlesh AP .
+ Staion Info E Sfalis s Device Role HAC Address + LoadBalancing Rogue/Friendly AP List
L' Detted Deice Q9 infastiuchre roque-ap 00852311797 ‘ EES'HEEW O [ZE1 |
N + Log _ 0 g
) Edit HON Profile default 19 infastuctre  roque-ap UERVEIRIRE @ Network # Containment ~ Rale « WAC Address
I 19 infiastucre  Togue-ap 00852302280 . [;EWE HIE 1 friendiy-ap FCFE28F5834C
General Settings + RTLS — -
4 Q infrastiucture ~ rogue-ap 0:08:523C:22:41 + Firewall Z F Hendy:2p CCSD4E4TERDY
e 3 ] rogue-ap 00:08:5231:1F97
: 5 Q infrastructure — rogue-ap (0:08:9F.07:62:8C r
i e i - 4 @ Togue-ap 00:0852311F.99
i@ infrastructure  rogue-ap 00:0984531AB8 @ Log&Report 5 T 9 rogue-2p 00852960050
Channel del time: 10 (100ms~1000ms) 7 Q s rogue-ap 009556 ;T @ TR T
Scan Channel Mode: auto V "] infrastructure  rogue-ap 00:26:86:68:C0:54 T [x] Togue-ap 0:089F07628C
& 9 infrastructure rogue-ap 120384831488 g " ] Togue-ap 000984531485
r -
0 9 imfasinctee rogue-ap 0B 1075EF 7788 ! 9 fogue-2p U285 1EFEAC
r
foQ isstue e BEETATC R e
. 1 @ rogue-ap 020984631486
g infrastructure ~ rogue-ap ACFDF53ED4E -
12 @ 1ogue-ap 08:10.75.EF77:88
1§ infrastiucture  rogue-ap ACHDF53EDA0 r
13 @ Togue-ap G4E5:007467:3C
" g infrastructure ~~ frienaly-ap CCAD4E49ESDE w’ G} fogue-2p ACFIDFSIEDLE
g infiastucture roque-ap E0.O1FIADA038 15" 9 0quE-ap ACFIDFS3EDS0
g infrastructure friendly-ap FCFR28FRB34C %" ] Tague-ap E0:91F5ADA0:38
{ Pagel |oft) # Pl |Shon/S0 |V tems { |Page|t |oft| b K |Show|50

> Rogue/Friendly Z4Z5}7| 2|t Profile A% QlL|C}.

» Scan Channel ModeE 47 slA|11 APEEE Mon ModeZ 47 (AP Managementdj| A 27%) tL|C}.

> Monitor > Wireless > Detected Device OjA] =t APo| MK E =IQIgtL|LC}.

(XH& RE= 2.4GHz 3! 5GHz 0| M H¥FQ 2E APE ZX| &LCt)
> APE X|%5l0] Friendry AP2} Rogue AP 2 X|d5l0{ EA|SI0] FL|C}.

» Configuration > Wireless > MON Mode 0jjAq] Rogue AP2| ContainmentE Z/d43} gtL|LC}.
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4. Hot A%

1) Hot7| 2%

2) MAC 1= zig|

3) Captive Portal

4) Rogue / Friendly AP MON Mode
5) NXC Firewall
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ZyXEL

Hot 7| 444

> Configuration > Object > AP Profile > SSID > Security List

Welcomeadmin |00 DHelp Z About & Ste Map [EObject Reference (Gd Console [T CUI
ZyXEL nxc2500 2‘\

CONFIGURATION

Hotd| 278

@ Licensing Security List MAC Filter List Layer-2 Isola 2 Add Security Profle X
o :lv”;:esks General Settings o
| [ Networl .
* Security Summary :
- Captive Portal Profi Name SSID_Security
+ RTLS 2 Edit _3 : j Security Mode: wpa2 v
: e #  Profile Name « Sg| _Radius Settings
= Object y
. User/Group 1 default wp Radius Server Type: Internal v
gl /P Profile Page ‘17‘ of 1 Show|S0 | v items Authentication Settings
+ MON Profile
+ ZyMesh Profile ©:802.1X
- Address
- Service '
- Schedule
+ AAA Server PFE-SharedN zykr1234
+ Auth. Method Cipher Type: aes v
- Certificate Idle timeout: 300 (30-30000 seconds)
# System Group Key Update Timer: 1800 (30-30000 seconds)
# Log & Report =
o o . . - =
» HX| SSID -> Security List -> Add(or Edit) F+2A |0 47 A2 E0{ZL|Ct

> MTM =20t 0|52 MYstn B ME £
> $}H Sltte 2 7k PSK HOt 28 7| ZH(8%t2))2 MAsto
> Chiper Type2 E.§ Hot0| Zst AESE HHstA|= HO|
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ZyXEL MAC 215 g
MAC database authentication

> Configuration > Object > AP Profile > SSID > Security List

./ Edit Security ProfleHAC_auth
) Edit SSID Profile ZYXEL_MAC_AUTH

General Seftings F
[i=]Create new Object» @ Add MAC Auth Address
Frofe Nane:

Serurity Mode: Profile Name: (
- rofle Name: Zf§EL_MAC_AUTH MAC Address QUL 00:0:00: 13:00:25

g ZVXEL_MAC_AUTH

Seaurity Profie: VAC Roke: MaCAsEs W
MACFiteing Profe: disble -4 SaieitintolocalDateBase

Layer-2 Isolation Profile: disable .4

Radis Settings
Radius Serves Type:

Desrpton:

WAL Authenfication Sefting Qos: WMM 7

.|-‘-C #enficafion Rate Limiting (Per Station Traffic Rate)
Auth. Meod: i Downlink: ~ |o mbps ¥ (0~160, 0 is unlimited)

Deite e B Uplink: 0 mbps ¥ {0~160, 0is unlimited)
Case parounte Band Select: disable ~

e CgStsim T 3 Forwarding Mode: Local bridge

(o (cag S D) VLANTD: 1

[] Hidden 581D

Authenticafion Setfings [] Enable Inira-BSS Traffic dlocking

> Security Profileg MAC Q15 Ao 2 MENSIO] THE 0] EL
> 7|EAL(or M2 M) El SSIDO|| Security Profileg2 MacQlZ Profile2 MEH $HL|C}.
(M9l AL Radio SSID Profile 5 & Z' Q)

» Configuration > Object > User/Group > MAC Address OjjA 215 S E & MACE M4t FL|LC}t.

C}.

A
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Captive Portal

Captive portal
« AL8Xt ol =Y H 0| X|
. ASZE 7 L ool 5 o U B 87 13

~

Mr Paul Fitzgerald Room number 119

O 1515 | @23°c75°F| @ 13+ | & 07:00
HOTEL EDEN

ROMA

-
Login
Dummy Hospitals Pvt Ltd, Chennai
Captive portal for Patients.

Patient ID:

Password:

B RomemberMe  Forgot password?

— )

Television
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Captive Portal

> Configuration > Captive Portal

() Auth. Policy Add

{i5|Create new Object+

General Settings

Enable Policy

Description:

User
Source Address:
Destination Address:
Schedule:

Authentication:

Force User Aut}

Default Captive Portal Page

> QZF PolicyE AHEX0| A = e Ct.
(default’d8 2 any Authentication unnecessary 2 &£|0{ Y&L|C}
> Captive portalo]]l H=& & = = A8 4/d0| € L Ct
> 2| M™2 NXCXIN| Portal 2 Redirectt|H H x| |2 URLE Redirecter A| External Mode=z2 A% gtL|LC}.
» NXC7} Local Bridge mode& At835l= AL, ClientE Captive Portal PageZ Redirectk|X| &2 4+ USL|C}
A

(NXCE A[O|EHIO| 2 0| 84| Captive Portal AM{H|A 7t / HE|X| AX|2 ALESHE Hj0l= 5 WAN ZE S P12 ALE5IA|7| HEEL|CH
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ZyXEL

> Configuration > Firewall

CONFIGURATION rrewall [ sesionconvo |

vV V V V

[ Licensing Global Setting
= Wireless
+ Controller
+ AP Management
+ MON Mode
+ Load Balancing [ Allow Asymmetrical Route

- DCS From Zone: all v To Zone: all v

+ Auto Healing

Enable Firewall

IPv4 Rule Summary

[ Network ©Add [ U § 3 N
- Capti - - o -
R?{:"’e Portal Status + Priority From To Schedule User IPv4 Source IPv4 Destination  Service
o @ 1 LWAN =LAN none any any any any
@ Object Default any any none any any any any
B HEED [4 4 | Page EI of1| » | | Show 50 |w items
® Log & Report
Apply ] [ Reset

NXC Firewall

Access
deny

allow

Log
no
log
Displaying 1- 2 of 2

NXC Firmware Version 4.0 0|4 X}X| Firewall 7|5 7} |5 L|C}.
UTMa} E2| Default ™2 MA| allowz £|0f Y&L|LC}t.
Q|5 ARt} LHE A XiZEe| Y=ty A 47 Jhs e ot

T E M2 Configuration > Service > Add 2 7}5¢gtL|LC}.
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5. QnA
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> Captive Portal 21= 1| 0| X| 2 Redirect &|X| &&L|LCt.
=> NXC7} HE|X| AQIX|2 AlE25I4! jo]l= & WAN ZEE P12 AF26IA| 7| HEEIL|C}

QnA
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