Cisco

iIronet Access Points
1700/2700/3700

RIVERNETWORK : imcnow.blog.me




#. A3}

=]
0
/

1700/2700/370
ef He| HESC
EE2| HE| “CAP'Z

AlAF 802.11ac

RIVERNETWORK : imcnow.blog.me




#. 22X}

. CAP to Stand-Alone OS Hz}
22| XFIP AN

—

A
22| A M=

B EOk M
2 AH|A (SSID) 2

2N QIETo|A M

]
2
3
4
5
6

RIVERNETWORK : imcnow.blog.me



1. CAP to Stand-Alone OS Hz=l

A.OS B2t 93t =t
(1) #EE
-.—IE HISHEH SHA|!
IP =4 =AM “10.0.0.5/24"
(2) TFTP Mt O2 A% 2 Al

http://tftpd32.jounin.net/tftpd32_download.html

(2) Stand-Alone I0S I} F=H]
Ot H “ap3g2-kow7-xx"2 A|Z} 20l
ot “ap3g2-k9w7-tar.default” 2 HZE =
TFTP 2E Z{0|| £AH
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1. CAP to Stand-Alone OS Hz=l

B. Mode H{ES 0|23} OS i}

E|{ (TFTP A{H) //
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A. DHCP Of| A &2t (X7|7}
(1) AE
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o S SERVER _ /

g 5=




2. 22| XpIP A

A. DHCP 0| A &tet (Z7|2H
(2) IPSU R E2|E| EX]
http://imcnow.blog.me/100091523788

) g &= 72 ¢

ﬁ====\

Il “Get IP Address” A1 EHd
zayazoleo |
| “MAC” =22 Q121 3
ClF d

Help

Function
Device MaC ID: |EIEI—EIEI—EID—EIEI—EIEI—EIEI f+ Get P addr

IP I { Set Parameters

| =zz=

SSID: I

Get P Address
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2. 22| X} IP A

=5 Mel 2E|Xf A 27
(1) HE

;_——

[WIWQ

%
\\\

e '{ HFE A2|E A
Baud Rate : 9600
\\\\ Date bits : 8 /I
Parity : none
\ Stop bits : 1 ///

\ Flow control : X
S==+

&
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2. -T'.;|-E|I|- IP 27

B. Z& 0 A2 *FEW ~ 488
(2) HOE2 23" 24X & 85 (putty)

Password:

ap#conf t ¥R Y
ap(config)#int bvi 1 : APZt2| QIE{H| 0] A T
ap(config-if)#ip add 10.0.0.100 255.255.255.0 : 22| ip & 44
ap(config-if)#exit

ap(config)#ip default-gateway 10.0.0.1 : Ho|E¢fo] &2
ap(config)#end : AN opE
ap#wr 28 NME
Building configuration...

[OK]
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P (1) 227 EJE'-W ID/PW &5
L=)|mH1TF‘fg“1{}GOl40._T_ Cisco “751 —;LX|- EH—E—XF’
UlD{}-Dldﬂ}EHFIE; x| '
@~ | @ o =Am7) 5N - @ o @ o=+

i | T

Windows H2t

The server 10.0.0.140 is asking for your user name and password. The
senver reports that it is from level_15_access. I

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.
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A. F4 2ot glZ (7|4
SECYRITY > Ecnryption Manager > None > Apply All
e

CISCO

HOME NETWORK

ASSOCIATION

WIRELESS

SECURITY

Security

Admin Access
Encryption Manager
SSID Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server
Advance Security

Hostname ap

Security: Encryption Manager

Encryption Modes

@))JBHE

) Cipher

) WEP Encryptien |Optional

vi

Cisco Compliant TKIP Features: [ | Enable M:

WEP 128 bit

vi

[ | Enable Pe




B. WPA2-PSK ZL7| 0I=

SECYRITY > Ecnryption Manager > Cipher > AES-CCMP > Apply All
e

CISCO HOME NETWORK  ASSOCIATION WIRELESS  SECURITY

Security

Hostname ap
Admin Access

Encryption Manager Security: Encryption Manager
SSID Manager Encryption Modes

Server Manager

) None
AP Authentication

Intrusion Detection
Local RADIUS Server
Advance Security Cisco Compliant TKIP Features: [ | Enable M:

) WEP Encryption |Optional V|

s s me= ==n [ | Enable Pe

@%:ipher Uﬁ &_QQ Il
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5. 2 MH|A (SSID) A%

A. &M MH|A ARX} (SSID) M
SECYRITY > SSID Mansger > New > “SSID 274" “OIE{I{j| O| & M EH”

CISCO HOME HNETWORK  ASSOCIATION WIRELESS  SECURITY

Security

Hostname ap

Admin Access

Encryption Manager Security: Global 551D Manager

SSID Manager SSID Properties e Il lﬁlﬂ

Server Manager Current $SID List VLAN: |{ NONE = V| Define VLANS
AP Authentication Backup 1:
Intrusion Detection EE‘CEUP ?
ackup 3
Local RADIUS Server
Band-Select: [ | Band Select

Advance Security

adio1-802.11ACCH

Network ID: [ ]io-4096)

Interface: gadi o0-802 11N24GHz




5. &M AH|A (SSID) 27

o I o
B. 577 248 (74 E¢ §lg 28 Al ER Bla

SECYRITY > SSID Mansger > New > “Ij| O| X| A| &~

Client Authenticated Key Management
Key Management: [[ u L1 cCKM @ nable WPA ﬁm@ _=vy
WPA Pre-shared Key: “_l-l-l-l----- Il O 7| |m @ AsCll O Hexadecimal
11w Configuration: O] {:E.nat?Reqﬁd
11w Association-comeback: ~ |1000 | (1000-20000)
11w Saquery-retry: 1100 | (100-500)
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5. &M AH|A (SSID) 27

C.SSID EEEAHAE MAA
SECYRITY > SSID Mansger > “Ij| O| X| x| S}EL”

Guest Mode/lnfrastructure 551D Settings

Radio0-802.11N*45H2;
el _\
Set Beacon Mode: ® Single BSSID  Set Single Guest Mode SSi SID AMEH

[ -

=
_—_’

() Multiple BSSID
Set Infrastructure SSID: |< NONE > »#| [] Force Infrastructure Devices to associate only to this SSID

Radio1-802.11ACCHz

—\
Set Beacon Mode: ® Single BSSID Set Single Guest Mode SS!D[[ ﬂlﬂﬁt BS| ﬁ EH
— =’I
J Multiple BSSID

Set Infrastructure 3310: |« NDNE > »| [] Force Infrastructure Devices to associate only to this SSID
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6. F4 QUELO[A 27

A. 2.4GHz (B/G/N) QIE{H0|A =X
NETWORK > NETWORK INTERFACE > Radio-0 > SETTINGS >
Enable Radio > Enable

Network Interfaces: Radio0-802.11N*#*®"Z Settings

Operating Mode: Mixed

Enable Radio: (CjEnable ® Disable
Current Status (Software/Hardware): Disabled ¥ Down ¥
Role in Radio Network: ® Access Point

() Access Point (Fallback to Radio Shutdown)
() Access Point (Fallback to Repeater)
) Repeater
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6. F4 QUELO[A 27

B. 5GHz (A/N/AC) Q1H 0| A =Y
NETWORK > NETWORK INTERFACE > Radio-1 > SETTINGS >

Enable Radio > Enable
Network Interfaces: Radio1-802.11AC Settings

Enable Radio: (,O} Enable ® Disable
Current Status (Software/Hardware): Disabled L Down ¥
Role in Radio Network: ® Access Point

(2 Access Point (Fallback to Radio Shutdown)
(O Access Point (Fallback to Repeater)
() Repeater
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- END -
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